Data Collection Disclosure

This page informs you of the data that is collected and transmitted by VicOne LAB R7's security
products, as part of providing you with the security functions of these products.

Rthena

Rthena is VicOne LAB R7's full-range Al-robot runtime protection agent and Robotic Security
Operations Center (R-SOC). It delivers always-on fleet monitoring, behavioral anomaly detection, Al
model drift detection, and expert-driven incident response. Rthena supports both agent-based and
agentless deployment, consolidating all robots, events, and risk indicators in a unified R-SOC
dashboard. The product aligns with the EU Cyber Resilience Act (CRA), Al Act, NIST frameworks,
and China's GB/T 45502-2025 service-robot baseline.

Default (non-disableable) collection

It is necessary to collect this data to provide the security functions of this product. Therefore, you
cannot disable these features. If you do not want VicOne LAB R7 to access this data, you should stop
using the product.
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Configurable Features

The following features can be enabled or disabled by the customer. Disabling a feature stops the
associated data from being collected and transmitted.

N/A N/A N/A N/A

Data Controller & Privacy Contact

VicOne processes data as described above as data processor on behalf of its customers, on the basis
of contract performance (Art. 6(1)(b)) and/or legitimate interests (Art. 6(1)(f)). For privacy
inquiries or to exercise your data subject rights, contact gdpr@vicone.com. You also have the right
to lodge a complaint with your local data protection authority.
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